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HPEngine: high performance XACML policy evaluation
engine based on statistical analysis

NIU De-hua, MA Jian-feng, MA Zhuo, LI Chen-nan, WANG Lei
(School of Computer Science and Technology, Xidian University, Xi’an 710071, China)

Abstract: To improve the efficiency of the XACML(eXtensible access control markup language) policy evaluation en-
gine under distributed environment, a novel XACML policy evaluation engine, HPEngine was proposed. The HPEngine
dynamically refined policies based on statistical analysis of the policy optimization mechanism first and transformed text
form of policy into numerical afterward. Moreover, the engine adopted the multi-level caching mechanism based on the
statistical analysis to store frequently called request-results, attributes and policy information. Emulation results show that
multi-level optimization mechanisms based on the statistical analysis applied in HPEngine significantly reduce the size of
policies, decrease the communication cost between the engine and other components, lessen the amount of matching op-

eration and improve the speed of matching. Comparative analysis demonstrates that HPEngine is obviously better in per-
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formance than other similar systems.
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<PolicySet PolicySetld="1" CombiningAlgld="first-application">
<Policy Policyld="1" CombiningAlgld="permit-overrides">
<Rule Ruleld="1" Effect="Deny">
<Target>
<Subjects><Subject>student</Subject></Subjects>
<Resources><Resource>grades/excel</Resource></Resources>
<Actions><Action>write</Action></Actions>
</Target>
</Rule>
<Rule Ruleld="2" Effect="Deny">
<Target>
<Subjects><Subject>teacher</Subject></Subjects>
<Resources><Resource>grades/</Resource></Resources>
<Actions><Action>read</Action></Actions>
</Target>
</Rule>
<Rule Ruleld="3" Effect="Permit">
<Target>
<Subjects><Subject>student</Subject><Subject>teacher
</Subject> </Subjects>
<Resources><Resource>grades/</Resource></Resources>
<Actions><Action>read</Action><Action>write</Action>
</Actions>
</Target>
</Rule>
</Policy>
<Policy Policyld="2" CombiningAlgld="first-application">
<Rule Ruleld="4" Effect="Permit">
<Target>
<Subjects><Subject>admin</Subject><Subject>president
</Subject></Subjects>
<Resources><Resource>grades/</Resource><Resource>grades/
excel</Resource><Resource>wages/excel</Resource><Resource>
wages/ </Resource></Resources>
<Actions><Action>read</Action><Action>write</Action>
</Actions>
</Target>
</Rule>
<Rule Ruleld="5" Effect="Deny">
<Target>
<Subjects><Subject>admin</Subject></Subjects>
<Resources><Resource>wages/excel</Resource></Resources>
<Actions><Action>write</Action></Actions>
</Target>
</Rule>
</Policy>
<Policy Policyld="3" CombiningAlgld="deny-overrides">
<Rule Ruleld="6" Effect="Deny">
<Target>
<Subjects><Subject>admin</Subject><Subject>president
</Subject></Subjects>
<Resources><Resource>wages/</Resource></Resources>
<Actions><Action>read</Action><Action>write</Action>
</Actions>
</Target>
</Rule>
<Rule Ruleld="7" Effect="Permit">
<Target>
<Subjects><Subject>president</Subject></Subjects>
<Resources><Resource>wages/excel</Resource></Resources>
<Actions><Action>write</Action></Actions>

</Target>
</Rule>
</Policy>
<PolicySet>
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<PolicySet PolicySetld="1" CombiningAlgld="first-application">
<Policy Policyld="1" CombiningAlgld="permit-overrides">
<Rule Ruleld="3" Effect="Permit">
<Target>

<Subjects><Subject>student</Subject><Subject>teacher
</Subject></Subjects>

<Resources><Resource>grades/</Resource></Resources>

<Actions><Action>read</Action><Action>write</Action>
</Actions>

</Target>
</Rule>
<Rule Ruleld="1" Effect="Deny">
<Target>
<Subjects><Subject>student</Subject></Subjects>
<Resources><Resource>grades/excel</Resource></Resources>
<Actions><Action>write</Action></Actions>
</Target>
</Rule>
</Policy>
<Policy Policyld="2" CombiningAlgld="first-application">
<Rule Ruleld="4" Effect="Permit">
<Target>

<Subjects><Subject>admin</Subject><Subject>president
</Subject></Subjects>

<Resources><Resource>grades/</Resource><Resource>
grades/excel</Resource><Resource>wages/excel</Resource>
<Resource>wages/ </Resource></Resources>

<Actions><Action>read</Action><Action>write</Action>
</Actions>

</Target>
</Rule>

</Policy>

<PolicySet>
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<PolicySet PolicySetld="1" CombiningAlgld="first-application">
<Policy Policyld="1" CombiningAlgld="permit-overrides">
<Rule Ruleld="3" Effect="Permit">
<Target>

<Subjects><Subject>3</Subject><Subject>2</Subject>
</Subjects>

<Resources><Resource>0</Resource></Resources>
<Actions><Action>0</Action><Action>1</Action></Actions>
</Target>
</Rule>
<Rule Ruleld="1" Effect="Deny">
<Target>
<Subjects><Subject>3</Subject></Subjects>
<Resources><Resource>1</Resource></Resources™>
<Actions><Action>1</Action></Actions>
</Target>
</Rule>
</Policy>
<Policy Policyld="2" CombiningAlgld="first-application">
<Rule Ruleld="4" Effect="Permit">
<Target>
<Subjects><Subject>0</Subject><Subject>1</Subject></Subjects>
<Resources><Resource>0</Resource><Resource>1</Resource>
<Resource>3</Resource><Resource>2</Resource></Resources>
<Actions><Action>0</Action><Action>1</Action></Actions>
</Target>
</Rule>
</Policy>
<PolicySet>
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